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Abstract

Decoding methods for large language mod-
els (LLMs) usually struggle with the trade-
off between ensuring factuality and main-
taining diversity. In this paper, we propose
REAL (Residual Entropy from Asymptotic
Line) sampling', which predicts the step-
wise hallucination likelihood of an LLM.
When an LLM is likely to hallucinate,
REAL lowers the p threshold in nucleus
sampling. Otherwise, REAL sampling in-
creases the p threshold to boost the di-
versity. To predict the step-wise halluci-
nation likelihood without supervision, we
construct a THF (Token-level Hallucination
Forecasting) model, which predicts the
asymptotic entropy (i.e., inherent uncer-
tainty) of the next token by extrapolating the
next-token entropies of an infinitely large
language model from a series of LLMs
with different sizes. If an LLM’s entropy
is higher than the asymptotic entropy (i.e.,
the LLM is more uncertain than it should
be), the THF model predicts a high hallu-
cination hazard, which leads to a lower p
threshold in REAL sampling. In the FAC-
TUALITYPROMPTS benchmark (Lee et al.,
2022), we demonstrate that REAL sampling
based on a 70M THF model can substan-
tially improve the factuality and diversity of
7B LLMs simultaneously. After combined
with contrastive decoding, REAL sampling
outperforms 13 sampling methods, and gen-
erates texts that are more factual than the
greedy sampling and more diverse than the
nucleus sampling with p = 0.5.

1 Introduction

Hallucination is a major problem that limits the

applications of LLMs (large language models), es-

pecially in open-ended generation tasks (Zheng
*The work was mostly done at Amazon.

'"Our code is released at https://github.com/
amazon—-science/llm-asymptotic—decoding

et al., 2023; Huang et al., 2023; Tonmoy et al.,
2024; Sun et al., 2024). Recent studies? show
that an LLM often “knows” if it is hallucinating.
The findings suggest that the decoding methods of
LLMs are major sources of the hallucination.

Sampling is one of the most widely used decod-
ing strategies in LLM due to its simplicity, effi-
ciency, and high generation diversity (Holtzman
et al., 2020; Hewitt et al., 2022; Meister et al.,
2022). Nevertheless, recent studies show that hal-
lucination often happens as the result of sampling
the tokens with lower probabilities from a high-
entropy distribution (van der Poel et al., 2022;
Marfurt and Henderson, 2022; Manakul et al.,
2023; Rawte et al., 2023; Varshney et al., 2023).
Figure 1 (a) illustrates a simple example. When
an LLM is uncertain about who is the screenwriter
of a movie, the next-token distribution usually has
a high entropy, where some incorrect answers re-
ceive high probabilities.

Nucleus (top-p) sampling (Holtzman et al.,
2020) is one of the representative methods® pro-
posed to alleviate the issue. By decreasing the
constant global p threshold, we can trade the gen-
eration diversity for higher factuality (Dziri et al.,
2021; Lee et al., 2022; Aksitov et al., 2023). For
example, Figure 1 shows that a lower p threshold
could reduce the chance of sampling the incorrect
writer names in (a), but it would also eliminate the
legitimate starts of the possible next sentences in
(b). This tradeoff limits nucleus sampling’s ability
to generate both high diversity and high factual-
ity outputs. Some existing methods such as typ-

2Burns et al. (2022); Li et al. (2023); Azaria and Mitchell
(2023); Slobodkin et al. (2023); CH-Wang et al. (2023); Or-
gad et al. (2024) show that we can predict hallucination based
on its internal states and Agrawal et al. (2023); Guan et al.
(2023); Manakul et al. (2023); Zhang et al. (2023a); Varsh-
ney et al. (2023) show that an LLM can sometimes improve
itself by editing or verifying its own answer.

30penAl provides top-p sampling at https://
platform.openai.com/playground?mode=chat.
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Figure 1: (a) For the factual question, only a few next

torlgigiﬁzsct%”rignbtiglizﬁstasrgeéul;limg srﬁlggesl hlrgt‘Figure 2: The entropies of the Pythia's distributions
P y ' P'e\ersus the model sizes in a logarithmic scale. The en-

dicts the next token from the LLM is likely to be incor- tropies are averaged across 9M tokens in Wikipedia.

rect if using a large threshold. (b) In contrast, many . )
tokens could be used at the beginning of a sentence, %'I(')he blue entropy decay curve plots empirical entropies

. . .’ from Pythia LMs; the green curve is the entropies pre-
sampling from more tokens should increase the diver-,.
N . . dicted by our THF model.
sity without hurting the factuality.

ical (Meister et al., 2022) and eta (Hewitt et al be similar, so the next token distribution should

2022) sampling are proposed to adjust the threshh"’.we a high asymptotic entropy / inherent uncer-
o . oo tainty.

old by characterizing the token-wise distributions q his insiah :

of LLM. However, this distribution alone is often Ba_lse on this insig t'_ We propose a tiny unsu-

not enough to detect the hallucination. For examperwsed model to predict the hazard of generat-

ple, both distributions in Figure 1 are similar but'"9 & nonfaptugl next token, called THF dken-

the high entropy of (a) arises due to the LLM's levelHallucinationForecasting) model. As shown

own limitation while that of (b) arises due to the " Figure 3, we parameterize the decay curves of

“inherent uncertainty” of the task. next-token entropies for LLMs and use the THF

In this paper, we tackle this problem from amodel to predict the curve parameters. Next,

_ S . the THF model estimates the LLM's hallucination
brand-new angle: estimating inherent uncertaint

by e>§trapola't|ng the entropy of L.LMS. with dlﬁgr asymptotic entropy and the LLM's entropy, which
ent sizes. Given several LLMs with different sizes . .

. . . . . we call the residual entropy (RE). If the LLM is
in the same family, which are pretrained using the

same corpus. we empiricallv observe the Smallemuch more uncertain than it should be (i.e., the
pus, P y o r_LM's entropy is much larger than the asymptotic
average entropies of a larger LM distribution as

shown in Figure 2. As LLM's model size be- entropy), the THF model would forecast a high RE

o and hence a high hallucination hazard.
comes larger, the entropy of its distribution should Relvi th idual i dicted
be closer to the inherent uncertainty. As a result €lying_on the residual entropy predicte

we can extrapolate the entropy decay curve to esth our THF model, we propose a novel

mate the asymptotic entropy, the entropy from ancogte(;(t-dependent glecodir;]g hmethod I]ICO‘rR(IJETS )
imaginary LLM with an in nite size, which ap- ended text generation, which we ca

proximates the inherent uncertainty (i.e., grouno(R_eSIduaIEntrOpy from AsymptoticLine) sam-

truth entropy). For example, for the questions disP“ng" REAL sampling adjusts the threshold

cussed in Figure 3 (a), the LLM tends to be more" the topp (nucleus) sampling based on the fore-

certain about the answer as the size of LLM in_casted hallucination hazard. For example,_in Fig-
creases, SO we can reasonably expect the asym re 1 (a), the THF model Iear_ns that a MOVIE usu-
totic entropy to be low. In contrast, the entropies lly does no.t hgve many Cred't?d spreenwrlters but
from different model sizes in Figure 3 (b) shouldthe LL_MS distribution entropy is high, so REA'_‘_
sampling should use a lower threshold to miti-

“Please see more discussions about why entropy decai@te the hallucination. On the other hand, in Fig-
as the size increases in Appendix D. ure 1 (b), the THF model learns that the given



Figure 3: Given the input context, the LLMs with different sizes generate the next-token distributions. By extrapo-
lating the curve using a tiny THF model, we estimate the asymptotic entropy, the entropy from an imaginary LLM

with an in nite size, and measure the hallucination hazard using the residual entropy. (a) The LLM's entropy is

much higher than the asymptotic entropy. This implies that the LLM is more uncertain than it should be and thus
likely to hallucinate next. (b) LLM's high entropy is ne because the next token is inherently uncertain.

prompt can be completed in many different ways, sampling can consistently boost their factuality

so REAL sampling should increase the threshold given the same diversity, and vice versa. Fur-

to boost the generation diversity. thermore, we conduct comprehensive analyses
To the best of our knowledge, REAL sampling on the THF model and REAL sampling, includ-

isthe rst sampling method that is tightly bounded ing evaluating our design choices and their gen-

by the ideal threshold that separates all the fac- erality using hallucination detection tasks.

tual and nonfactual next tokens without making o o

assumptions on the distribution of the nonfactua? P reliminary and Motivation

next tokens. Besides enjoying the theoretical guargiven a context and a next token candidatein a
antee, REAL sampling achieves signi cant andygcabularyv, an LLM ( ) outputs the next token
robust empirical improvements in various taSkSprobabiIityp(ch; ). Assumingw? is theith most
In our main experiments, we follow the eval- likely token given the context, topp (nucleus)

uation protocol in BCTUALITY PROMPTS (Lee  sampling rst determines the number of tokehs
et al., 2022) and nd that sentences generated by,ch that

Pythia 6.9B LLM (Biderman et al., 2023b) with

our REAL sampling contains fewer hallucinations X ci P X Ci .

and fewer duplicated n-grams in both in-domain _ p(wijc; ) 1< _ p(wijc; ): - (1)

and out-of-domain settings. Our human evalua- = =

tion indicates that REAL sampling not only im- Then, it sets the probabilities from§,; to wg,

proves factuality but also informativeness, uency,to 0 and re-normalizes the distribution of the top

and overall quality. Furthermore, we also demon-J tokens. In topp sampling,t? is a xed global

strate that the THF model improves performancéyperparameter.

on several hallucination detection tasks. Finally, As illustrated in Figure 1, lowet” would lead

we show that REAL sampling improves factuality to a better factuality but worse diversity. In prac-

without hurting LLM's story-writing capability. tice, many users would like to select from diverse
Overall, our main contributions include responses. Furthermore, diverse and factual re-

« We propose a THF model to predict the asymp-SPonses could also improve LLM's performance
totic entropy of an in nitely large LLM and pro- N reasoning tasks (Li et al., 2022b; Wang et al.,
pose REAL sampling that dynamically adjusts2022; Bertsch et al., 2023; Yao et al., 2023; Naik

the sampling threshold based on the THF model€t al., 2023; Yu et al., 2024). If we can estimate
h icall hat the threshold f the hallucination possibility of the next token, we
* We theoretically prove that the thresho oM can have a better context-dependéht Notice

our REAL sampling is upperbounded by thethat hallucination in this paper refers to the claims

ideal value if the top predicted tokens are idealgenerated by LLMs whose non-factuality could be

and the residual entropy is estimated accuratelyVeri ed using existing literature.

» We demonstrate that the tradeoffs between factu- It is notoriously challenging to estimate the
ality and diversity exist in the 13 state-of-the-arthallucination likelihood of each token in general
unsupervised sampling methods and our REAlopen-ended text generation tasks. One common



